
 

 

   
 

Cisco MPP Firmware Maintenance 
Cisco MPP Firmware Upgrade - Release 11.3.7SR1 

Service Platforms: Webex Calling Carrier  
Markets:  

NAMER, CANADA, EMEA, APAC 
 

Maintenance Window: 
11.3.7 SR1 Firmware 

Upgrade 

CANADA - CA CDT: 14/Nov/22 09:00:00 PM  
EMEA      - GMT: 14/Nov/22 08:00:00 PM 
EUN         - GMT: 14/Nov/ 22 09:00:00 PM 
NAMER   - US ET: 14/Nov/22 08:00:00 PM  
APAC       - AEST:14/ Nov/ 22 08:00:00 PM  
**Note NAMER customers will be upgraded over that window 

Information: Cisco MPP Firmware Upgrade to 11.3.7SR1 
 

Affected Models: Cisco MPP 6800, 7800, and 8800 Series  

 

What’s Changing: MPP Firmware Upgrade 11.3.7 → 11.3.7SR1 
 

Upgrade Details: 
 

Following defects have been fixed in this new release 

CSCwb65913: ICE: Phone crashes when STUN server is not 

reachable due to port block 

CSCwc75949: 8832 intermittently mutes and unmutes the 

microphone without user intervention 

PSIRT-0679991334/CSCwc78400: Command injection 

during PRT file generation 

PSIRT-0679991334/CSCwc78413 Stored XSS via packet 

capture filename 

PSIRT-0679991334/CSCwc78427 Secure data partition 

is world readable and writable 

PSIRT-0679991334/CSCwc78405 Privilege escalation to 

root user via continually executing script 

CSCwb65732: Camera LED is still on after hang up the video 

call 

CSCwb92297: 78xx VID 20 E2M, then back to E fail 



 

 

   
 

CSCwc08931: Cisco 8851 MPP Phone with Cisco 561 USB 

headset is randomly crashing 

CSCwc54182: When sending an activation request, stop 

retries after a number of failures 

End User Requirements: WxC Carrier - Devices should be rebooted after the 

maintenance activity date. 

 

 

Documentation MPP Release Notes 
• 6800 Release Notes 

• 7800 Release Notes 

• 8800 Release Notes 

 

 

https://www.cisco.com/c/en/us/support/collaboration-endpoints/ip-phone-6800-series-multiplatform-firmware/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/collaboration-endpoints/ip-phone-7800-series-multiplatform-firmware/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/collaboration-endpoints/ip-phone-8800-series-multiplatform-firmware/products-release-notes-list.html

